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1 Release Information

NetModule Router Software:

Version:
Date:

Supported Hardware:

NetModule Router
NB800
NB1600
NB1800
NB2700
NB2710
NB2800
NB3700
NB3701
NB3710
NB3711
NB3720
NB3800

Unsupported Hardware:

NetModule Router
NB1300 Series
NB2200 Series
NB2300 Series
NB2500 Series
NB2600 Series

4.1.0.2

November 29, 2017

Hardware Version

V2.0-V2.2
V1.0-V3.3
V1.0-V1.0
V1.0-Vv2.7
V1.0-Vv2.7
V1.0-V1.4
V2.0-V4.3
V1.0-V1.4
V2.0-V4.3
V1.0-V1.4
V2.0-V4.3
V1.0-V1.4
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2 New Features

Case-# Description

45262 GUI improvements

46048 Tcpdump sessions can be recorded and downloaded from the device as a ZIP archive.

46383 Import and export of IPsec expert mode files failed on some setups. That was fixed.

46857 Some special characters like ‘@' or'" were not allowed as APN password in web interface. This was
fixed.
The work flow for QOS setup was improved.

47914 New configuration version 1.10
Update of the automatic configuration conversion tool for configuration version 1.10.
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3 Fixes

The following issues and problems have been fixed.

Case-# Description

45208 Forwarded data of local networks were not excluded from IPsec
Data that was supposed to be routed between locally connected networks was sometimes routed
over IPsec connection. This was fixed.

47690 Allow SSH login for additional admin users
Only the first three configured admin users were able to login via SSH and telnet. That was fixed.

47892 New SIP call canceled ongoing voice call
If a second SIP call was initiated while another call was already ongoing, the first call was terminated.
This was fixed. The new call will fail if the corresponding voice modem is busy.

47906 DNS- and DHCP-server failed to restart
Under rare conditions it was possible that the dnsmasq daemon which acts as DNS- and DHCP-
server to LAN and Wi-Fi clients failed to restart and would be unavailable until reboot of the system.
This was fixed.

47939 Fixed FTP delete command
Sometimes SDK command nb_transfer_delete failed on FTP servers. This was fixed.

48116 Security fixes

48117 A possible integer underflow that leads to a write access violation was fixed in busybox (CVE-2017-
15873)
A possible integer underflow that leads to a read access violation was fixed in busybox (CVE-2017-
15874)

48181 Wi-Fi dual-mode configuration failed
Setup of a second SSID for an access point in Wi-Fi dual mode failed. This has been fixed.

48343 Login with public key fixed

Due to an error introduced in the bug fix for CVE-2017-9079 in NRSW-4.1.0.1-beta SSH login with
public key was not possible. This was fixed.
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4 Known Issues

Items listed here represent minor problems known at release time. These issues will be resolved in a later version.

Description

46877 GPS as time source shows variances
Time sync via GPS may show time variabilities of more than 1s. This affects the system time if time

synchronization from GNSS is selected.
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5 Pitfalls

Items listed as pitfalls are potential problems that may arise because of specific environmental conditions. There are
currently no fixes planned for these issues.

Case-# Description
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6 0SS Notice

We inform you that NetModule products may contain in part open source software. We are distributing such open
source software to you under the terms of GNU General Public License (GPL)", GNU Lesser General Public License
(LGPL)? or other open source licenses>.

These licenses allow you to run, copy, distribute, study, change and improve any software covered by GPL, Lesser GPL,
or other open source licenses without any restrictions from us or our end user license agreement on what you may do
with that software. Unless required by applicable law or agreed to in writing, software distributed under open source
licenses is distributed on an "AS IS" basis, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied.

To obtain the corresponding open source codes covered by these licenses, please contact our technical support at
router@support.netmodule.com.

TGPLV2 license is available at http://www.gnu.org/licenses/gpl-2.0.txt
2LGPL license is available at http://www.gnu.org/licenses/Igpl.txt
305l licenses (ISC License, MIT License, PHP License v3.0, zlib License) are available at http://opensource.org/licenses
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7 Change History

Version Date Name Reason
1.0 2017-11-29 rosenthal Final

Copyright © 1998 - 2017 NetModule AG; All rights reserved

This document contains proprietary information of NetModule AG. No part of the work described herein may be
reproduced. Reverse engineering of the hardware or software is prohibited and is protected by patent law. This
material or any portion of it may not be copied in any form or by any means, stored in a retrieval system, adopted
or transmitted in any form or by any means (electronic, mechanical, photographic, graphic, optic or otherwise), or
translated in any language or computer language without the prior written permission of NetModule AG.

The information in this document is subject to change without notice. NetModule AG makes no representation or
warranties with respect to the contents herein and shall not be responsible for any loss or damage caused to the user
by the direct or indirect use of this information. This document may contain information about third party products
or processes. This third party information is out of influence of NetModule AG therefore NetModule AG shall not
be responsible for the correctness or legitimacy of this information. If you find any problems in the documentation,
please report them in writing by email to info@netmodule.com at NetModule AG.

While due care has been taken to deliver accurate documentation, NetModule AG does not warrant that this document
is error-free.

"NetModule AG" and "NetModule Router" are trademarks and the NetModule logo is a service mark of NetModule
AG.

All other products or company names mentioned herein are used for identification purposes only, and may be trade-
marks or registered trademarks of their respective owners.

The following description of software, hardware or process of NetModule AG or other third party provider may be
included with your product and will be subject to the software, hardware or other license agreement.

NetModule AG is located at:

Meriedweg 11

CH-3172 Niederwangen
Switzerland
info@netmodule.com
Tel +41 31985 25 10
Fax +41 31 985 25 11

For more information about NetModule AG visit the NetModule website at www.netmodule.com.
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