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1 Release Information

NetModule Router Software:

Version: 3.7.0.102
Date: July 28, 2014

Supported Hardware:

NetModule Router Hardware Version
NB1600 V1.0 - V3.1
NB2700 V1.0-V24
NB3700 V2.0 - V4.3

Unsupported Hardware:

NetModule Router
NB1310
NB22XX
NB23XX
NB25XX
NB26XX
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2 New Features

Case-# Description

34442 Control Debug Levels Via CLI
The debug levels of applications can now be controlled by debug -1 <level> <target>.

34525 Send Hosthame in DHCP Discover
The hostname of the box is now submitted in DHCP discover requests (option 12 and 81) which can
be used to identify the client and assign a corresponding IP address.

34559 Switchback Option for Switchover Links
A configuration option was added which can be used to define an interval after which a switchover
link will be teared down, letting links with better priority dial and come up again after the specified
time.

34610 Configurable Initial Ping of NTP Server
Time synchronisation was only triggered after the specified NTP servers have been pinged. This
can be avoided now by means of a configuration option.

34974 Clear Log Command
We have added a clear-log alias which can be used to clear any logdfiles.

34890 Watchdog Keepalive for Surveyor
We implemented a keepalive mechanism for the surveyor which is now periodically notifying the
watchdog. If no keepalive has been received within a specific amount of time, the watchdog will
reboot the system.

29754 Support for CDMA with SIM

It is now possible to run CDMA in combination with a SIM card.
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3 Fixes

The following issues and problems have been fixed.

Case-# Description

35046 Password Change Without Authentication
Due to a vulnerability in the GUI it was possible to modify the admin password without being au-
thenticated by running a spoofed HTTP POST request. Therefore, users are highly encouraged to
upgrade to this version.

34980 E-Mail Sending Fails at Bootup
The system-startup event was not able to send a mail due to DNS resolving problems at bootup.
This has been fixed.

34956 Invalid WLAN Channels for 5 GHz
When configuring a WLAN access-point, it was possible to specify channels which were not allowed
by the registry database. The registry database has been updated.

33558 PPTP Connection Problems
It appeared that processes have not been terminated correctly when running PPTP as a client. This
has been fixed.

32586 Dual-SIM Operation

32456 We have fixed several issues when operating with multiple WWAN interfaces sharing the same

34212 modem or SIM.

34564 PS Attach / Detach

32586 PPP-based modems will now be explicitely attached and detached from the packet domain service
which solves connection issues in some special situations. For ME9Q9, we are also checking the
NDIS status now.

34547 Recover Modem Disconnects

34699 We are now resetting the modem in case that the corresponding TTYs are missing or have changed.

34842 This might happen after the module disconnected from the USB bus, for instance as a result of a

34549 module firmware reset. We further added an alarm handler if reading from or writing to the modem
timed out. The system is now rebooting if a modem reset was not performed successfully.

34547 Ping Supervision Fails
It may have happened that ping supervision was not working over all WAN links. The associated
ping entries will now be deleted correctly when a WWAN interface has been deleted.

34475 CLI Reboot

34555 The reboot command failed in some situations. This has been fixed.

33678 PCM Pinout Configuration for ME909

34281 The PCM pins are now configured correctly for Huawei ME909. Newer firmware versions also make
the module pop up later, so we have to ensure that all WWAN modules have been probed properly.

32507 No VRRP on Bridged Interfaces
VRRP does not work over bridged interfaces and even doesn’t make sense as it represents a single
point of failure. It will be disallowed from now on.

34251 OpenVPN MTU/Fragment Issue
In 3.6, the internal datagram fragmentation was set statically to 1300 bytes, which has been dropped
in 3.7. It can be now controlled by a dedicated configuration value and also by specifying an ap-
propriate MTU. In order to ensure backward compatibility, a 3.6 configuration is now converted
accordingly.

34959 Wrong Download Values
The system was showing wrong download/upload values after a reset. This has been fixed.

34695 GPS Initialization Failed

Initializion of GPS failed with some special module combinations. This has been fixed.
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Case-# Description

34774 OpenVPN Expert Mode File Issue
Any OpenVPN expert mode files which specified dev together with dev-type lead to an ambiguous
type of the tunnel. Those files will be parsed correctly now.

34642 Stalled Application TTY
If PPP’s chat application has been terminated during sending an AT command, the application TTY
might have stalled on Option modems. This has been resolved. Any failing AT reset command will
be re-triggered again now.

34699 Hanging Modem TTY

The application TTY might have hung in case the modem disconnected from the USB bus but not
all output has been written to the underlying hardware. This has been fixed.

Any applications accessing the modem have now received an alarm handler which make the appli-
cations terminate after a specific amount of time. We are now skipping GPS de-initialization when
resetting modems as this might get stuck in case of hanging TTYs.

34946 GRE with Hosthames
We have also fixed an issue in GRE when a hostname was specified for the peer.

34188 GUI Fixes

34112 The hardware version of any boards will be shown now in GUI and CLI.

28941 The last modified timestamp on the configuration page was shown in UTC rather than local time.

34223 The admin and read community must not be equal and will be rejected now when configuring SNMP.

34510 The PPTP page is now showing the correct peer address.

34469 Entering the PSK for the WLAN client was not possible if WPA-Radius was selected. Restarting the

34590 device redirected to a malformed URL.

34637 We have also applied some cosmetic fixes for the OpenVPN page. A previously configured bridge

34936 will be deleted correctly now. The MIME type check for uploaded certificates has been dropped.

34925 An enumeration issue when configuring VLAN interfaces has been fixed. Arguments for the SDK

34845 test script are now passed correctly.

34637 IP pass-trough cannot be run on LAN1. 10.64.64.64 represents a local route and will not be config-
urable.

The WLAN page was asking for a passphrase when switching back the access-point to security
mode wpa-radius.
The mentioned issues have been fixed.
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4 Known Issues

Items listed here represent minor problems known at release time. These issues are going to be resolved in a later
version.

Case-# Description
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5 Pitfalls

Items listed as pitfalls are potential problems that may arise because of specific environmental conditions. There are
currently no fixes planned for these issues.

Case-# Description
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6 OSS Notice

We inform you that NetModule products may contain in part open source software. We are distributing such open
source software to you under the terms of GNU General Public License (GPL)", GNU Lesser General Public License
(LGPL)? or other open source licenses?.

These licenses allow you to run, copy, distribute, study, change and improve any software covered by GPL, Lesser
GPL, or other open source licenses without any restrictions from us or our end user license agreement on what you
may do with that software. Unless required by applicable law or agreed to in writing, software distributed under open
source licenses is distributed on an "AS IS" basis, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied.

To obtain the corresponding open source codes covered by these licenses, please contact our technical support at
router@support.netmodule.com.

TGPLv2 license is available at http://www.gnu.org/licenses/gpl-2.0.txt
2LGPL license is available at http://www.gnu.org/licenses/Igpl.txt
308! licenses (ISC License, MIT License, PHP License v3.0, zlib License) are available at http://opensource.org/licenses
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Changes:
Version Date Name Reason
1.0 2014-07-28 hess Release
1.1 2014-10-29 hess Added OSS Notice

Copyright © 1998 - 2014 NetModule AG; All rights reserved

This document contains proprietary information of NetModule AG. No part of the work described herein may be
reproduced. Reverse engineering of the hardware or software is prohibited and is protected by patent law. This
material or any portion of it may not be copied in any form or by any means, stored in a retrieval system, adopted
or transmitted in any form or by any means (electronic, mechanical, photographic, graphic, optic or otherwise), or
translated in any language or computer language without the prior written permission of NetModule AG.

The information in this document is subject to change without notice. NetModule AG makes no representa-tion or
warranties with respect to the contents herein and shall not be responsible for any loss or damage caused to the user
by the direct or indirect use of this information. This document may contain information about third party products
or processes. This third party information is out of influence of NetModule AG therefore NetModule AG shall not
be responsible for the correctness or legitimacy of this information. If you find any problems in the documentation,
please report them in writing by email to info@netmodule.com at NetModule AG. While due care has been taken to
deliver accurate documentation, NetModule AG does not warrant that this document is error-free.

"NetModule AG" and "NetModule Router" are trademarks and the NetModule logo is a service mark of NetModule
AG.

All other products or company names mentioned herein are used for identification purposes only, and may be trade-
marks or registered trademarks of their respective owners.

The following description of software, hardware or process of NetModule AG or other third party provider may be
included with your product and will be subject to the software, hardware or other license agreement.

NetModule AG is located at:

Meriedweg 11

CH-3172 Niederwangen
Switzerland
info@netmodule.com
Tel +41 31 985 25 10
Fax +41 31 985 25 11

For more information about NetModule AG visit the NetModule website at www.netmodule.com.
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